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Background

NTPC Vindhyachal is a major coal-fired thermal power
plant operated by NTPC Limited, India's largest power
generating company. It is located in the Singrauli district
of Madhya Pradesh. Established in the late 1980s, NTPC
Vindhyachal is one of the largest power plants in India
and plays a crucial role in meeting the country's electricity
demands. The plant has a total installed capacity of 4,760
MW, making it one of the highest-capacity coal-fired
power plants in India.

The plant consists of 13 separate units, each with a
capacity ranging from 210 MW to 500 MW. The first unit
of the plant was commissioned in 1988, and the last unit
became operational in 2012. NTPC Vindhyachal is
equipped with advanced technology and emission control
systems to reduce its environmental impact. It employs
electrostatic precipitators and flue gas desulfurization
(FGD) systems to control particulate matter and sulfur
dioxide emissions, respectively. Additionally, the plant has
implemented several energy-efficiency measures, such as
air-cooled condensers and regenerative air preheaters, to
optimize its performance.

The power generated at NTPC Vindhyachal is supplied to
various states, including Madhya Pradesh, Uttar Pradesh,
Delhi, Haryana, Rajasthan, and Maharashtra, through the
national grid. The plant plays a vital role in meeting the
energy demands of these states and contributes
significantly to the overall electricity generation in the
country. NTPC Vindhyachal is also known for its efforts in
promoting sustainable development and community
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The plant has undertaken various initiatives in the areas of
education, healthcare, and skill development for the local
communities surrounding the plant. It has also
implemented measures for environmental conservation,
such as afforestation and water management programs.
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As our fourth deployment for NTPC
across India, we're pleased with the
success of our Wi-Fi solution at
Vindhyachal. It has made a significant
impact, enhancing connectivity and
efficiency throughout the plant. Our
dedication to providing reliable
networking solutions remains unwavering,
and we're proud to continue supporting
NTPC's operations nationwide.

Bhuvnesh Sachdeva

(Senior Vice President, Communication)

Overview

The NTPC Vindhyachal power plant is a vast and intricate
facility that demands efficient communication and data
transfer for seamless operations. In the digital era,
wireless connectivity has emerged as an indispensable
technology, offering numerous advantages over traditional
wired networks. Wireless networks enable plant personnel,
including engineers, technicians, and supervisors, to
access critical data and communicate seamlessly while
on the move, enhancing operational efficiency.

With wireless connectivity, plant operators can remotely
monitor and control various systems and processes from
centralized control rooms or off-site locations, improving
operational intelligence and agility. Moreover, wireless
networking is strengthening physical security and safety
capabilities through deployments like wireless video
surveillance and access control systems, underscoring its
vital role in ensuring sustainable performance.

As thermal power plants strive to optimize processes,
accelerate digitalization, and drive new levels of
operational excellence, robust wireless networking is
emerging as a foundational technology enabler. By
eliminating the constraints of wired infrastructure,
wireless empowers plants to leverage the potential of
low-cost, low-power [loT sensors for comprehensive
process monitoring, asset management, and resource
planning. Furthermore, wireless connectivity facilitates
rapid transmission of high-definition schematics, data, and
operational information to mobile devices and heads-up
displays, enhancing situational awareness and
decision-making.

The deployment of HFCL's Wi-Fi network at NTPC
Vindhyachal provides reliable high-speed, high-capacity,
and low-latency connectivity across the plant, supporting
mission-critical applications. It offers secure connectivity
for enterprise-wide asset management, process
optimization, and data integration, improving
communications, safety, and security across the facilities.

The country's power consumption grew
by over 16% to 151.66 billion units in
August 2023 compared to that of the
same month last year.3

NTPC Group's total installed capacity
touches 75,418 MW.4



Challenge

NTPC Vindhyachal faced significant
challenges with their existing
wireless network infrastructure.
Despite having a wireless network,
consistent and reliable connectivity
across the plant premises remained
elusive. The existing range was
inadequate, restricting wireless
coverage to certain areas of the
plant premises. Furthermore, the
end of life equipment could not
meet the increasing demand for
higher throughput, necessitating an
infrastructure upgrade to support
the power plant's operational
requirements.

Solution

To address the connectivity issues and provide seamless wireless
coverage across the vast plant premises, HFCL implemented a
robust Wi-Fi solution consisting of 90 Wi-Fi 5 indoor Access Points
(APs), and 50 Wi-Fi 5 outdoor Access Points. A detailed survey of
the entire premises was done by the team to figure out the hotspot
areas to install the Access Points. These APs were strategically
placed to eliminate dead zones and provide reliable connectivity in
every corner of the facility. The deployed access network offered
significantly higher data rates, increased capacity, and improved
performance, even in the high-density environment of the plant with
numerous concurrent users.

The 4x4 Wi-Fi 5 indoor APs offered simultaneous data transmission
to multiple devices, maximizing data throughput and improved
network efficiency. It ensured optimal performance even in
high-density areas with numerous concurrent users. Additionally,
the indoor APs offered enhanced uplink and downlink performance,
delivering faster data speeds for seamless access to
bandwidth-intensive applications and resources. Complementing
the indoor APs, the 2x2 Wi-Fi 5 outdoor APs delivered an aggregate

throughput of 1.27 Gbps and supported up to 256 QAM modulation.

Indoor Wi-Fi

Wi-Fi 5 Access Points

With their IP67-rated enclosure and high-performance antennas,
these outdoor APs ensured comprehensive coverage without any
dead zones, even in challenging weather conditions. The deployed
network catered to both guest and employee access, with
authentication integrated with NTPC Vindhyachal's existing AAA
(Authentication, Authorization, and Accounting) infrastructure
running on their firewall. This streamlined the authentication
process and ensured secure and controlled access to the wireless
network. Additionally, we deployed an on premise controller, which
acted as the central management platform for the entire network
infrastructure. It enabled centralized configuration, monitoring, and
troubleshooting of all deployed APs, simplifying network
administration and ensuring optimal performance.

The on-premise controller also supported Wireless Intrusion
Prevention System (WIPS) and Wireless Intrusion Detection System
(WIDS) features, providing an additional layer of security by
detecting and mitigating potential wireless threats. Furthermore, it
offered frequency scanning capabilities, allowing for proactive
identification and resolution of interference issues, and generated
comprehensive Key Performance Indicator (KPI) reports, enabling
data-driven network optimization and performance monitoring.

Outdoor Wi-Fi

Wi-Fi 5 Access Points
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Achieved seamless and reliable wireless
connectivity across the vast plant premises,
eliminating dead zones.

Increased network capacity, and improved
overall performance, even in high-density
environments with numerous concurrent users.

Indoor APs delivered simultaneous data
transmission to multiple devices, maximizing
data throughput and network efficiency.

Outdoor APs, with their IP67-rated enclosure and
high-performance antennas, ensured
comprehensive coverage even in challenging
weather conditions.

Implemented secure and controlled access to
the wireless network through integration with
existing firewall infrastructure.

Conclusion

The implementation of HFCL's Wi-Fi solution at NTPC Vindhyachal has effectively addressed connectivity challenges,
providing seamless coverage across the plant premises. With strategically deployed indoor and outdoor Access Points, dead
zones have been eliminated, and network capacity has increased, even in high-density areas. The integration with existing
infrastructure ensures secure access, while centralized management simplifies administration. Overall, this upgrade has
significantly improved operational efficiency and user experience, emphasizing the importance of robust wireless networking

in industrial settings.
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Disclaimer

Copyright © 2024 HFCL Limited. All rights reserved. No part of this content may be reproduced in any form or by any means or used to make any derivative work (such as translation, transforma-
tion, or adaptation) without written permission from HFCL Limited ("HFCL"). HFCL reserves the right to revise or change this content from time to time without obligation on the part of HFCL to
provide notification of such revision or change.

Not all offerings are available in every country in which HFCL operates. The data used in this report may be derived from third-party sources and HFCL does not independently verify, validate, or
audit such data. The information in this document is provided “as is” without any warranty, express or implied, including without any warranties of merchantability, fitness for a particular purpose
and any warranty or condition of noninfringement This report is intended for general guidance only. It is not intended to be a substitute for detailed research or the exercise of professional judg-
ment. HFCL shall not be responsible for any loss whatsoever sustained by any organization or person who relies on this publication.
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